
Google Workspace for Education

Preventing and Investigating Abuse and
Inappropriate Content Checklist
Google Workspace for Education paid editions (Education Standard, Teaching and Learning
Upgrade, and Education Plus) help you create an innovative learning environment with
enterprise-grade tools that are customized for education. Here we’ll provide guidance on
actions you can take to help prevent and investigate abuse and inappropriate content.

Exploring Google Workspace for Education for the �rst time?

Connect with an expe� and learn more here.

We recommend that Google Workspace administrators take some basic steps to help prevent
abuse, including:

● Enable Data Loss Prevention (DLP) for Gmail and Drive. DLP gives you control over what
content users can share, and prevents unintended exposure of sensitive information
such as credit card numbers or identity numbers.

● Review these best practices to improve the security of your administrator accounts,
and follow this security checklist when applying se�ings across your Workspace apps.
You can also use Security Health to monitor the con�guration of your security se�ings
and get recommendations based on best practices.

● Set admin privileges to protect user privacy
● Maintain data security a�er a user leaves your institution
● Set up rules to be noti�ed of speci�c activity within your domain
● Implement login protections to help prevent unauthorized access or a�acks on user

accounts
● If you use a third-pa�y CASB, follow these guidelines for integrating with Google

Workspace

https://edu.google.com/products/workspace-for-education/education-standard/
https://edu.google.com/products/workspace-for-education/teaching-and-learning-upgrade/
https://edu.google.com/products/workspace-for-education/teaching-and-learning-upgrade/
https://edu.google.com/products/workspace-for-education/education-plus/
https://edu.google.com/products/gsuite-for-education/editions/contact/?modal_active=none
https://support.google.com/a/answer/6280516?hl=en&ref_topic=7556687
https://support.google.com/a/answer/9646351?hl=en
https://support.google.com/a/answer/9011373?hl=en&ref_topic=7558840
https://support.google.com/a/answer/7587183
https://support.google.com/a/answer/7491656?hl=en&ref_topic=7492190
https://support.google.com/a/answer/10159640?hl=en&ref_topic=7558840
https://support.google.com/a/answer/6329207?hl=en&ref_topic=7558840
https://support.google.com/a/answer/9420866?hl=en&ref_topic=7556782
https://support.google.com/a/topic/7556597?hl=en&ref_topic=7556782
https://support.google.com/a/answer/10490409?hl=en&ref_topic=7558840

