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Executive Summary

In recent years, the habits of knowledge workers have undergone a profound transformation, with a seismic shift
toward distributed workforces, hybrid work patterns, and the widespread use of personal devices for work. At the
same time, cloud-based applications and services continue to factor more and more prominently in the day-to-day
tasks of knowledge workers, and organizations frequently enable direct internet access to these cloud services to
optimize performance, latency, and user experience.

This evolution creates challenges to traditional perimeter-focused security approaches. The boundaries of the
traditional office have dissolved, as knowledge workers now access sensitive data and collaborate from various
locations, often utilizing unmanaged personal devices and networks. This increased mobility and flexibility, while
fostering productivity and innovation, has simultaneously expanded the attack surface, created gaps in security
control coverage, and increased the risk of successful and disruptive breaches.

Traditional security measures, which are primarily designed to secure the corporate network perimeter, struggle to
adapt to this dispersed and dynamic environment. As a result, many organizations would be well served by
reevaluating their security strategies to include enterprise browser technologies, which prioritize security,
manageability, and the protection of sensitive data users need to access to do their jobs. However, the enterprise
browser market is relatively nascent, so customer understanding is dynamic and fluid.

Google engaged TechTarget's Enterprise Strategy Group to execute a study to better understand the current state
of market dynamics, including customer perceptions, user behaviors and experiences, and security outcomes. This
report discusses these findings.

Survey Background

Enterprise Strategy Group (ESG) surveyed IT and security leaders knowledgeable about their organizations’ tools,
policies, and procedures for securing knowledge workers (52%), as well as knowledge workers themselves who
spend the majority of their productive time on a laptop or desktop computer (48%).

Key questions included:
o How do knowledge workers accomplish their tasks today, and how will that shift over time?
o What are their preferences related to browser-based work experiences?
o How widespread are behaviors that increase enterprise risk?
e How often are knowledge workers successfully targeted by web-based attacks?
e What are IT and security teams doing to secure end users?
o What challenges do they face in their efforts?
e Where do enterprise browsers fit in their approaches moving forward?

ESG fielded the survey in August 2023, with 628 qualified respondents completing the survey. Respondents
represented organizations in the U.S. (33%), Canada (10%), the U.K. (21%), Germany (20%), and France (16%).
Additional demographic and firmographic details are presented in the Research Methodology and Respondent
Demographics and Firmographics section of this report.

© 2023 TechTarget, Inc. All Rights Reserved.
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Key Findings

1.

5.

Macro-shifts in knowledge worker behavior will persist

Looking ahead 12 months, 64% of respondents anticipate their organization will allow knowledge workers to
determine their own remote work schedules, and just 12% say their organization will require knowledge
workers to spend most or all of their time in an office location.

Less than one-third of organizations (29%) prohibit knowledge workers from using personal devices for work,
and when they do, only 30% of knowledge workers fully adhere to this policy.

On average, ~63% of knowledge workers’ productive time is spent working in the browser, with 48% of
business-critical applications accessed through a browser.

Knowledge worker habits create risk

Half of respondents admit to having circumvented security controls because they felt that their user experience
was hampered or that getting a task completed was a higher priority than addressing a potential risk.

The majority of respondents also admit their password hygiene is questionable.

More than half of knowledge workers (54%) report browsing the web for non-work activities throughout the
workday.

Preventing successful phishing attacks continues to be the top end-user security concern.

Knowledge worker habits also show a clear preference for unified experiences across work and
personal browsing

66% of knowledge workers say they are more productive using the same browser for work as they do in their
personal browsing, and 61% say having a unified experience is their personal preference.

81% of respondents say enhancing knowledge workers’ digital work experience is a top-three technology
priority for the next year.

While organizations’ efforts to secure knowledge workers are significant, security outcomes must
improve
Many organizations report significant or moderate net-new investments have been made in the past 24 months
in areas such as data security and privacy (90% of organizations), cloud security (90% of organizations),
endpoint security (89% of organizations), identity and access management (87% of organizations), and more.

Despite this, 51% of knowledge workers report they have been victims of a successful web-based attack in the
past year.

Organizations are leaning into Zero Trust initiatives to help: 81% of respondents say Zero Trust initiatives are
one of their top-three cybersecurity priorities, and 89% think enterprise browser technology is important to
supporting their Zero Trust initiatives.

Enterprise browser technology is seen as a potential viable solution to protect end users from
web-based threats
While almost half (48%) say they are very familiar with enterprise browser technology, 81% say it is likely their
organization will consider or make new investments in enterprise browser technologies over the next 12
months. 28% have already deployed enterprise browser solutions to date.

Data loss prevention (DLP) is a top-tier use case for those considering enterprise browser solutions.

Half (50%) say they would prefer to source their enterprise browser technology from a technology vendor
whose browser technology is already in use by many employees and organizations. Chrome has the most
mindshare as an enterprise browser (78%).
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Trends in Knowledge Worker Behaviors

A key contextual aspect of this research is understanding how knowledge workers behave today. Three key trends
are discussed: remote work patterns, the use of personal devices for work, and the business-criticality of browser-
based activities.

While remote work does not necessarily make enterprise network security controls obsolete, it does challenge their
effectiveness and necessitates a shift in the security approach. Traditional enterprise network security controls are
designed with the assumption that employees are connected to a controlled corporate network, which no longer
holds true in a remote work or hybrid work setting. As a result, monitoring and responding to incidents on dispersed
endpoints and networks becomes more complex. Additionally, employees are frequently using home networks,
public Wi-Fi, or mobile networks, each with varying levels of security. Traditional network controls cannot ensure a
consistent security posture across these diverse environments.

While the shift to remote and hybrid work over the past few years has been significant, the future of hybrid work
styles is less clear. Enterprise Strategy Group’s research shows hybrid work is expected to be a resilient trend.
When asked about their organization’s policy for knowledge workers’ remote and hybrid schedules for the next 12
months, 64% of respondents anticipate their organization will allow knowledge workers to determine their own
remote work schedules (see Figure 1). While organizations will exert pressure for material in-office time, with 77%
of respondents reporting that their organizations will encourage or require in-office time, respondents anticipate
significant remote work leeway. In another finding, 70% of knowledge workers surveyed anticipate working remotely
multiple days per week over the next year.

Figure 1. Expectations Related to Organizations’ Remote/hybrid Work Policies

Looking ahead over the next 12 months, what do you believe your
organization's policy for knowledge workers working remotely will be?
(Percent of respondents, N=628)

41%
23% 24%
12%
1%

We will allow We will allow We will require We will require Don’t know
knowledge workers to knowledge workers to knowledge workers to knowledge workers to
work remotely as often work remotely as often spend at least some of spend most of the time
as they like as they like, but their time in-person at in-person at an office
recommend at least an office location location
some of their time be
spent in-person at an
office location

Source: Enterprise Strategy Group, a division of TechTarget, Inc.
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Another knowledge worker behavior that can have a material impact on organizational risk is the use of personal
devices for work. The acceptance of personal device usage, also referred to as bring-your-own-device (BYOD)
policies, increases device diversity. As workers use their personal computers, smartphones, and tablets to access
corporate applications and data, the tendency is for these devices not to have the same level of security controls
and agents deployed as company-managed devices. The resulting complexity, gaps in security coverage, and gaps
in visibility all combine to make securing workers harder.

The data shows BYOD is a material trend. When asked about their organization’s BYOD policies, just 29% of
respondents said their organization prohibits employees’ use of personal devices. Interestingly, this flexibility also
extends to third parties like vendors, contractors, and others who need access to corporate resources: Just 32%
say BYOD is prohibited for this type of user.

And standing in users’ way is not an effective preventative strategy. We asked knowledge workers at organizations
that prohibit personal device usage how often they violate those policies. In total, 70% acknowledged violating them
(see Figure 2).

Figure 2. Knowledge Workers’ Propensity to Violate Policies That Prohibit the Use of Personal
Devices for Work

Earlier you mentioned your organization does not allow, or
discourages, the use of personal devices for work. Despite this policy,
how often do you utilize a personal device for work? (Percent of
respondents, N=300)

35%
26%
Frequently (e.g., multiple Sometimes (e.g., a few Only in emergency Never
times per week) times per month) situations

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

The data also shows that organizations recognize the importance of security to BYOD success. For example, 81%
of respondents say the ability to ensure that sensitive data and IP are only accessed from secure environments is a
top determining factor of the success (or failure) of their organization’s BYOD stance (see Figure 3).
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Figure 3. Security’s Importance to BYOD Success

How important are the following to the success of your organization’s
BYOD stance? (Percent of respondents, N=228)

= |t is the single most important factor = It is one of the top factors = |t is one of many important factors
= |t is not very important = |t is not important at all Don’t know

1%
\

Ensuring that your end users are productive and o ° o o
protected from threats such as malware and phishing e A 14% |Egd
Ensuring that your organization's sensitive data and
intellectual property are only accessed from secure 27% 54% 16% | pRQ
environments

0% 20% 40% 60% 80% 100%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Finally, while the pivot to SaaS-based applications and the overall importance of internet access to knowledge
worker productivity is well understood, much of this market data is from the IT perspective. This data frequently
lacks context that only end users can provide. This research shows that, on average, knowledge workers estimate
spending about 63% of their productive time working in a browser. Moreover, 69% of respondents classify these
browser-based activities as predominantly business-critical to the organization.

Taken together, the significant and persistent trend toward hybrid work, the proliferation of unmanaged personal
devices accessing corporate data and assets, and the critical role browser-based work plays in end-user
productivity all underscore why integrating more security capabilities within users’ browsers may be a logical step
for organizations to take.

Risky Habits Reported by Knowledge Workers

The data also shows that many workers acknowledge doing things that explicitly create enterprise risk. Despite the
fact that 82% of respondents said they are personally invested in protecting their company’s data, 50% reported
having recently circumvented a security control installed on their device (e.g., a VPN, antimalware protections, etc.)
because it was impeding their work. This shows that, while users care about security, there are limits, and once
security controls start to create friction in the user experience, many will look for ways around them. Organizations
must strike a balance between security and user experience.

What is even more concerning is that the most senior respondents in the survey—those in the C-level—were the
most likely to report frequently working around security controls (50% versus just 13% of middle managers and
individual contributors). This means those individuals with the most access to sensitive data are also the individuals
most likely to put that data at risk.

One approach organizations can take to effectively infuse user experiences with security is to leverage browser
technologies that detect risky behavior, as most users heed browser-based security alerts. When asked how users
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respond to warnings from their browser of a potential threat or risky behavior, 72% say they always pause and
assess whether they should proceed or not (see Figure 4). Browser-based security has the potential to help many
users stop falling victim to web-based attacks.

Figure 4. The Effectiveness of Browser-based Alerts to Correct User Behavior

When your browser interrupts an online activity to warn you of a potential
threat or risky behavior, how would you describe your reaction? (Percent
of respondents, N=198)

72%

[ ] — °

I'm typically unsure if § | always pause and | often ignore these | find these types of  I'm caught off guard
the warning is credible] assess whether | warnings, because | messages totally  and frequently need to
or generated by some Jshould proceed or not] get them too often  disruptive and would call someone for help

kind of malicious prefer to not receive
activity them

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Beyond actively undermining security controls, many users report questionable password hygiene. This creates
significant risk for companies. When employees use weak, easily guessable passwords or reuse the same
password across multiple accounts, they open the door to a range of security threats. These bad habits make it
relatively simple for cybercriminals to infiltrate corporate systems. Once inside, attackers can steal, manipulate, or
encrypt corporate data assets, potentially leading to access issues, financial losses, and damage to a company's
reputation. Beyond cybercriminals, internal risks arise when employees or former employees misuse their
knowledge of poorly protected passwords.

The data shows that greater than a three-fifths majority of respondents report they at least sometimes rely on weak
passwords (63%), recycle passwords (66%), and use the same passwords for multiple applications (66%), which
creates the risk of a bad actor successfully moving laterally through the environment if the password is
compromised (see Figure 5).
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Figure 5. End Users’ Practices Related to Password Hygiene

As it relates to passwords, how often do you do each of the
following? (Percent of respondents, N=300)

m All the time = Frequently = Sometimes

Use a password manzgtsa;\f\?orgslp you remember your 1%
Use easy to remembe;apse;svi\;vrgrsds over more complex
e ieront applications o senvces

Recycle passwords (i.e.\,Nreelr)se passwords you know 1%

Reuse the same passavgglr%;)igggth personal and work 1%
S copie so they can log nto semices) -

0% 20% 40% 60% 80% 100%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

It is interesting to note the dichotomy between users’ supposed belief they should be stewards for their company’s
data and their actions, which frequently put this data at risk. The data implies one explanation is a lack of user
training and enablement. When IT and security decision-makers surveyed were asked about their teams’ top
priorities, just 15% reported end-user training was among their top three (see Figure 6). In fact, this area was least
often reported as a top priority. With this lack of focus on end-user education, it is understandable how many end
users are engaging in the risky behaviors discussed.
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Figure 6. The Cybersecurity Team’s Priority List

When you think generally about your security team’s top priorities,
which are most important? (Percent of respondents, N=328, three
responses accepted)

Better capture, visibility, and analysis of security data 44%

Security team education and training 40%

Implementing a Zero Trust architecture across the

()
operating environment 36

Streamlining/automating security processes 35%
Simplifying our security environment/tool complexity 34%
Hiring, training, and retaining skilled talent 30%
Finding ways to optimize or reduce spending 25%

Simplified UX for end-user security controls 24%

Non-technical employee education and training 15%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Current Security Controls, While Robust, Are Not Delivering

This research spanned not only user behavior but also sought to understand how organizations are working to
secure users, keep them productive, and protect the organization’s sensitive data assets. In short, the funding of
security controls does not seem to be problematic. When asked to characterize their organization’s net-new security
control investments over the past 24 months, the vast majority said the investments were either moderate or
significant across each type of control listed, including data security and privacy (90%), cloud security (90%),
endpoint security (89%), and more (see Figure 7). This is an encouraging finding. It shows that risks are well
understood and that organizations are allocating resources to enable the mitigation of those risks to levels that are
acceptable.

10
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Figure 7. The Level of Organizational Investment in Security Controls

Compared to 24 months ago, how would you characterize your
organization’s net-new investments in each of the following types of
cybersecurity controls and technologies? (Percent of respondents, N=328)

m Significant = Moderate = Minimal = Non-existent = Don’t know/not applicable

Data security and privacy
OLILECCS  52% | 38% | 8% | "

2%

CENOVEUCECC R REE e 48% | 39% | 11% | |kRA
Network sccurty SN2 S 7SS 7%
Endpoint security

Email and collaboration security

1%

SECUGVEREEIE, 39% | 48% | 10% || ~¥%
2%

Application development security | EEEENET 7SN I 7S T3 11
2%

Governance, risk, and compliance - |EEEE/ANN N 7S W7 ] 1

2%

DR ADELASi e 3>, | 4% | 18% |
management 32% 47% 18% | | kLY

0% 20% 40% 60% 80% 100%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

However, while investments are significant, successful attacks are still occurring at an elevated level. When IT and
security practitioners were asked approximately what percentage of knowledge workers at their organization they
would estimate have fallen victim to any web-based threat/attack in the last 12 months, the average response was
~13%.

If accurate, the idea that more than 1 in 10 workers are being compromised on an annual basis is certainly
concerning, but data directly from end users is even more troubling. The survey asked end users how many times
in the past 12 months they had been the victim of a security attack while browsing the web for work. More than half
(51%) reported they had been successfully attacked once, a few times, or several times (see Figure 8). And the fact
that the problem is just as rampant when users are browsing in their personal lives is also problematic, as we will
see many users browse the internet for work and personal reasons concurrently.

This end-user-reported data implies that the scope of successful attacks happening at organizations is likely much
broader than most IT and security teams realize, and it also shows that organizations likely have a lot of work to do
to accomplish their top security priority of gaining better capture and visibility into their environments.

1"
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Figure 8. The Frequency With Which End Users Report They Have Been Successfully Attacked

Over the past 12 months, how many times have you been the victim of a
cybersecurity attack (e.g., malware was downloaded onto your device, you
clicked on a suspicious link/opened a suspicious attachment, you disclosed
information as part of a phishing attack, etc.) in each scenario? (Percent of
respondents, N=300)

= Several times = A few times = Once = Never = Don’t know

While browsing the web for work (e.g., SaaS, web
apps, general work in the browser) 15% 20% 16% 38% 12%

0% 20% 40% 60% 80% 100%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Factors That Make Effectively Securing Users So Challenging

Of course, protecting distributed workers who are using unsecured devices and have risky habits is a challenge,
and we’ve already seen all of these dynamics at play within organizations. However, there are additional headwinds
uncovered in the research.

First, most organizations are stuck in a mostly reactive mode when it comes to securing knowledge workers: 51%
say the majority of tasks can be classified as “reactive,” like responding to issues and remediating infections (see
Figure 9). Just 30% say the majority of their tasks can be classified as “proactive,” like enforcing best practices and
educating users. Reactive approaches, in which organizations tend to respond to incidents as they occur, leave
them vulnerable to both known and emerging threats. A proactive approach is essential to stay ahead of
cybercriminals and to protect an organization's digital assets and reputation. It is worth noting that, regardless of
their current mix of tasks today, a three-fifths majority (61%) of respondents do report that a shift to a more proactive
approach to securing knowledge workers is desired.

12
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Figure 9. Security Teams’ Posture When Securing Knowledge Workers

When you think of work you do to secure your organization’s knowledge
workers while they are using any type of computing device, what
proportion of the work performed by you and your team is reactive and
what percentage is proactive? (Percent of respondents, N=328)

27%
18%
15% 14%
12%
9%
1%
|
Almost Strong Slight majority] Even mix of Slight majority Strong Almost Don’t know
exclusively majority reactive work | reactive and proactive work  majority exclusively
reactive work reactive work proactive work proactive work proactive work

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Next, in an interrelated finding, it is clear that organizations are grappling with the complexity of managing their
browsers. When asked about the challenges associated with browser management tasks and objectives, 59% or
more of IT and security respondents reported that each of them was challenging. These challenges include
preventing data loss (70%), managing browsers across operating systems with different tools (64%), integrating
with other security tools in use (61%), and more (see Figure 10). For many organizations, these challenges will
make it difficult to achieve a more proactive approach to knowledge worker security.

Finally, the data reconfirms the adage that people are an organization’s biggest vulnerability. When asked what is
making it most difficult to secure users from web-based threats, the top two responses were that users are falling
victim to phishing or malware (46%) and that end-user negligence is creating risk (38%). These points, taken
together with the earlier finding that few organizations are prioritizing user training, make the case that IT and
security teams would be well served by increasing their focus on security training for end users.

13
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Figure 10. Challenges Associated With Browser Management

Consider browser management at your organization today. How
challenging are each of the following management tasks/objectives?
(Percent of respondents, N=328)

= Very challenging = Challenging = Not very challenging = Not at all challenging = Don’t know

59%or more

Data loss/leakage prevention

Applying Zero 'Iv'vrgst b:;le::Sceedsz1 r;])glisciaeassvggr; the browser to 8%1
Managing browsergi?fg:gz? tcc)’%(l-:‘srating systems with 9%1
Customizing security controls for different user groups h_i
Integrating with other security tools in use -m 8%}

Identifying browser extensions and associated risk -m

Gaining complete visibility into browser information 43% 30% 10%4}

0% 20% 40% 60% 80% 100%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.
Organizations Are Turning Their Attention Toward Enterprise Browsers

While challenges abound, organizations are not standing flat-footed in their efforts to better secure their knowledge
workers. One step many organizations are beginning to consider is the adoption of an enterprise browser.
Enterprise browsers are a relatively nascent security technology and the result of specifically designing a browser
that prioritizes security and manageability. They typically include features like policy-based security, centralized
management, and integrations with other enterprise security controls, helping to ensure a secure browsing
experience for employees and protecting sensitive data.

When asked, more than four out of five (81%) IT and security respondents reported their organization was very
likely (38%) or likely (43%) to consider or invest in enterprise browser technologies in the next 12 months.

Organizations Are Turning Their Attention Toward Zero Trust Approaches

Another trend in cybersecurity is the adoption of Zero Trust strategies, which assume, by default, an organization’s
IT environment may be compromised and advocates for resource-specific (i.e., data, compute, and applications)
access through a least-privilege model supported by continuous authentication, authorization, and risk evaluation
for every request. The data clearly shows organizations are leaning into Zero Trust approaches to help: 81% of
respondents say Zero Trust initiatives are one of their top-three cybersecurity priorities (see Figure 11).

Given that 64% of respondents say integrating Zero Trust access policies into the browser is a challenge today and
that organizational focus on Zero Trust is so high, organizations should definitely prioritize enterprise browser
technologies with proven integrations of Zero Trust solutions.

14
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Figure 11. Zero Trust Takes Center Stage

Relative to other cybersecurity initiatives and priorities, where does Zero
Trust rank within your organization? (Percent of respondents, N=328)

Zero Trustis our top  Zero Trust is one of § Zero Trust is one of Zero Trust is not Don’t know
cybersecurity priority our top three our top ten among our top ten
cybersecurity prioritieslcybersecurity priorities cybersecurity priorities

15% .
4—A 1%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Data Shows Enterprise and Personal Browsing Should Be
Unified

The way employees work, some of their questionable behaviors, and the rate of successful attacks all advocate for
the deployment of enterprise browsing technology that enables organizations to implement stricter control over web
access, monitor internet traffic for potential threats, and maintain a centralized policy management framework. The
next question for an organization to address is how that experience should be delivered to employees. Here, the
data points to unification.

First, when asked to agree or disagree with a series of statements about browsing the internet at work, we see a
majority of knowledge workers (66%) reporting that they are more productive and capable when using a browser for
work that they are familiar with from their personal lives. A similar majority (61%) also explicitly report they actively
prefer to use the same browser for work that they use personally (see Figure 12). Additionally, it is heartening to
observe that 82% of knowledge workers agree they are personally focused on protecting their company’s data. This
indicates that organizations are effectively fostering a feeling that security really does require the full organization’s
active participation. It is also instructive to note that many knowledge workers express a preference to maintain a
level of privacy in their browsing: 49% are worried about what IT can see in terms of their browsing activity. Given
that users will circumvent security when it is viewed as intrusive, browsers with the capability to allow employees to
switch from personal to work profiles easily should be prioritized so that users can keep their work and personal
lives separate.

15
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Figure 12. End-user Perspectives Related to Browsing the Internet for Work

Please rate your level of agreement with each of the following
statements related to your internet browsing while at work/using a
device you use for work (either corporate-owned or BYOD). (Percent

= Strongly agree = Agree = Neutral = Disagree = Strongly disagree = Don’t know

4%
| am personally focused on/concerned with protecting _
company data 35% 47% I1°/1%
(1]

| am more productive/capable using the same . —
| browser for work that | do personally At 42% 18% 6 1%
| worry about what IT/security can see in terms of my o ” . , .
web browsing activity 27% 10% [l
| prefer to use the same browser for work that | use P 120,
for personal browsing ° ° () - A

| would not be comfortable installing a work VPN or

other work-required security software on my personal 14% |KEA

devices
| find corporate training on web-based threats to be

ineffective and feel like | could be better using my 13% MR

time

0% 20% 40% 60% 80% 100%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Beyond improvements to productivity and aligning with user preference, another argument for unification is that
users already intertwine their business and personal browser use. Respondents were asked how often they access
non-work websites during the workday, and the majority (54%) reported this type of behavior on a daily, hourly, or
continuous basis.

Peer-based Insights on What to Prioritize When Seeking Enterprise Browser Technologies

The data also provides insight into what IT and security decision-makers are prioritizing in terms of enterprise
browser solution evaluation.

First, it appears a plurality of buyers are recognizing the merits of a unified browsing solution that can deliver work
browsing in an experience that mirrors personal browsing. When asked to choose between two hypothetical
sources of such a solution, the plurality (50%) reported wanting to buy from a vendor whose browser technology is
already familiar to many employees, while just 36% reported a preference for sourcing this solution from a
specialized provider of enterprise browser technology.

Second, in terms of what features are most important, the data shows that respondents prioritize data loss
prevention capabilities (which is not surprising given the challenges associated with data loss discussed
previously), results of regular security audits and vulnerability assessments provided by the vendor, strong
integrations, and the end-user experience (see Figure 13). The recent advent of public generative Al tools is likely
one reason why DLP capabilities are so top of mind. As more and more knowledge workers leverage these tools
over time and potentially use sensitive information in their prompts, the ability to mitigate this risk will continue to be
critical.

16
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Figure 13. Importance Associated With Various Enterprise Browser Capabilities

If you were evaluating an enterprise browser for use at your
organization, how important would each of the following be? (Percent
of respondents, N=328)
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Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Finally, when asked which browsers on the market today are considered to be enterprise browsers, Google’s
Chrome led the way with 78% of respondents (outstripping Mozilla Firefox [51%] and Microsoft Edge [47%]).

Each of these insights can be instructive for IT and security decision-makers who want to adopt an enterprise
browser but may not be sure where to start.
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Conclusion

It's clear that there are several trends in how knowledge workers do their jobs that make securing an organization’s
data difficult. It's also clear that IT and security teams need to adapt their approaches, as the level of successful
attacks targeting knowledge workers on the web is very high. Based on the data in this report, we have five
recommendations for IT and security decision-makers:

1. Enterprise browsers have merit and momentum. If your organization has not begun evaluating solutions in
this area, or if you are unaware of developments in this space, further exploration is warranted.

2. When evaluating different browser technologies, focus on DLP. Technology decision-makers are putting
this functionality at the top of their requirements list, and with the use of browser-based generative Al solutions
only poised to grow over time, the importance of controlling data leakage cannot be overstated.

3. Integrations with Zero Trust should be prioritized. In the course of evaluating enterprise browser
technologies, special consideration should be given to their ability to integrate with Zero Trust solutions your
organization is using or considering. The data shows applying Zero Trust policies to browsers has been
problematic to date, and with so many organizations heading down a Zero Trust path, solving this problem
should be top of mind.

4. Renewed focus on end-user training is warranted. While organizations are ramping up investments in
security controls, the data implies end-user training is lagging in importance. While more can be done from a
technology perspective to protect users from themselves, for many organizations, better user enablement is
likely to improve outcomes.

5. Digital experience is heavily influenced by the end-user browser experience. As users depend on the
browser to provide access to half of their business-critical applications, providing a unified, consistent, least-
friction browser experience has a direct impact on user satisfaction. Care should be taken when considering
adding security controls to the browser that may add friction or create roadblocks to accomplishing tasks.

Research Methodology and Respondent Demographics and
Firmographics

This report is based on a comprehensive survey of IT and cybersecurity decision-makers knowledgeable about
their organizations’ tools, policies, and procedures for securing knowledge workers, as well as knowledge workers
themselves who spend the majority of their productive time on a laptop or desktop computer. Respondents
represented organizations in the U.S. (33%), Canada (10%), the U.K. (21%), Germany (20%), and France (16%).
Organizations represented spanned enterprises (i.e., organizations with 1,000+ employees, 75%) and midmarket
entities (i.e., organizations with 100-999 employees, 25%).The survey was fielded between August 15 and August
29, 2023. All respondents were provided an incentive to complete the survey.

After applying screening criteria and data quality control best practices, a final sample of 628 respondents
completed the survey. Figure 14 through Figure 16 detail the demographics and firmographics of the respondent
base.

Note: The margin of error of a sample of N=628 is + or — 4 percentage points. Totals in figures and tables
throughout this report may not add up to 100% due to rounding.
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Figure 14. Respondents, by Seniority

Which of the following best describes your current job title/level?
(Percent of respondents, N=628)
Individual contributor,

o .
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Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Figure 15. Respondents, by Company Size

How many total employees does your organization have worldwide?
(Percent of respondents, N=628)
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A B
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Source: Enterprise Strategy Group, a division of TechTarget, Inc.
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Figure 16. Respondents, by Industry

What is your organization’s primary industry? (Percent of respondents,
N=628)

Other, 15%
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Government, 7% Financial, 14%
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Source: Enterprise Strategy Group, a division of TechTarget, Inc.
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